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Abstract

Image classifiers have become increasingly important. From self-driving cars
to search features on smartphones, machine learning systems are used nearly
everywhere in modern life. However, it has also been shown that image classifiers
and machine learning systems in general can be fooled with minimal changes to
inputs. In this project, I create a printable sticker that will change the classification
of an object to a desired label. The sticker can be placed anywhere in the scene and
fools multiple classifiers despite only being trained on ResNet50.

1 Introduction

1.1 Previous Work

This work builds off of various papers in the field. Goodfellow, Shlens and Szegedy [2] published
a major work developing the methodology behind creating and explaining adversarial examples
in machine learning. They describe how to create small perturbations in an image using the Fast
Gradient Sign Method (FGSM) that will cause an image classifer to mislabel the image.

Brown et. al [1]] expand on this idea by removing the restriction that the perturbation must be
imperceptible and develop the idea of an adversarial patch that can be placed in a scene to change the
classification of an object to a target label. They produce a single sticker and show how it can be used
to trick VGG16 into classifying a banana as a toaster. The goal of this project is to further build upon
this idea by producing several adversarial stickers and testing their efficacy across various real-world
objects, backgrounds, and lighting conditions.

1.2 Problem Description and Challenges

Research into adversarial attacks on image classifiers have largely focused on perturbations to a
specific image that will change the classification of the image. However, this requires the image to
be specified in advance and the optimization process to be run on this specific image. Instead, this
method attempts to create a sticker that can be placed in a wide variety of scenes and will change the
classification of an object in the scene to that of the desired label, which we call the farget class. The
sticker is easily added to a scene simply by printing it out and placing it into the scene. This allows
the stickers to alter the classification of an object without being noticed.

In addition to the task of creating adversarial examples, we must also account for the following
physical challenges:

* Position, rotation and scale of the sticker
* Effects of scene lighting on the sticker

* Effects of camera quality, dynamic range, and noise on the sticker
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* Printer quality

Where a simple perturbation of an image can change pixels of the image in the way that most
effectively changes the classification, the sticker is much more limited. Because it must be a physical
object that is printed and placed in the scene, it must be robust to variation in the scene as well as be
reproduced by a printer.

2 Approach

The algorithm for generating an adversarial sticker begins by initializing the 50 50 pixel patch with
random RGB values. Then the following two main steps are repeated for a set number of iterations.

1. Apply the sticker to an image
2. Run a step of the optimizer

Step 1 uses the overlay_sticker function to overlay the sticker over batch_size random back-
groundimages from the imagenet dataset [3]]. Before being overlayed, the position, scale and rotation
of the sticker are set to random values within appropriate ranges. While the position can be set to
anywhere in the image, the rotation and scale are only changed slightly to avoid too much variation
while training.

Then, we account for the physical constraints of both printing and photographing the sticker. To
account for the dynamic range of the camera and printer, we interpolate between the darkest and
lightest values in the background image. For a given image I with RGB pixel values p, we consider
the intensity, ¢, of a given pixel to be %(pr + pg + pp), where p;., pg, pp are the red, green and blue
channels of the pixel. So let 7,,;,, = MiN,e; %(pr + pg + pp) and ipar = MiNper %(pr + pg + pp).
Then, for a given pixel in the sticker, s, we set s’ = 2})5s(imm tmin) F* 9min. This adjusts the
sticker to more closely match the dynamic range of the camera. In practice, we may also multiply the
values ¢,,in and i,,az by constants to account for noise and other anomalies in the image, as well as
the dynamic range of the printer.

Finally, a small amount of gaussian noise is added to the entire scene after the sticker has been applied
to help account for noise present in images captured of the sticker by a physical camera.

Step 2 uses ResNet50 to predict the label of the image once the sticker has been overlayed. Then
the gradients are calculated by calculating Sparse Categorical Cross Entropy between the predicted
label and the target label. This is used by the optimizer to minimize the loss. For this task, we use the
Adam optimizer for 1000 iterations.

3 Experiment and Results

3.1 The Experiment

To determine the efficacy of this method, four stickers were generated and printed in various sizes.
Two of the stickers were trained such that the outputted class is brown_bear and the other two that
the outputted class is basketball. In addition, we use two "control" stickers that are simply a
picture of the target class. These stickers as well as the control stickers were printed in sizes of 2in,
3in, 4in, 6in and 8in.

I then photographed various objects both with and without the stickers next to them and reported the
class outputted by ResNet50. In addition to ResNet50, which the stickers are trained on, I also tested
the images on VGG16, to determine how well this technique generalizes to other classifiers.

Figure 1: The final stickers used in the experiment from left to right: Basketball A, Basketball B,
Basketball (Control), Brown Bear A, Brown Bear B, Brown Bear (Control)
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